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Ethical perspectives
on e-commerce: an

empirical investigation
Gajendra Sharma and Wang Lijuan

Department of Marketing Management, Liaoning Technical University,
Huludao, China

Abstract

Purpose – The purpose of this paper is to investigate the various factors that influence consumer
trust and privacy on e-commerce system and identify different ethical factors that affect consumer
perceptions toward e-commerce adoption.
Design/methodology/approach – The theoretical background used in this study was critical
theory on trust in e-commerce. Online survey from Second Life users was conducted to study ethical
issues in e-commerce and their influencing factors.
Findings – The results were focussed on significance of e-commerce ethics on consumer purchase
and its influence on online marketing. The ethical performance of the e-commerce web site will
facilitate an increase in trust, which in turn enhances customer commitment and loyalty.
Research limitations/implications – The survey data in this study has some common method
bias. The possibility of the existence of the common method bias cannot be completely eliminated.
Security and privacy are the two major aspects that drive online businesses which lead online
consumers to develop trust on the digital environment.
Practical implications – The findings on e-commerce ethical research will be useful for current
management practice such as making business policies and strategies and sharing information to
managers and organization leaders.
Originality/value – With the introduction of internet and e-commerce a large of companies has
been performing their business transactions through electronic network. Increasing communication
technologies has bought speedy changes in online business transactions. E-commerce networks are
playing a pivotal role in online business and consumers are more concerned on ethical issues of
e-commerce including security, privacy and trust.

Keywords E-commerce, Ethics, Trust, Online marketing

Paper type Research paper

1. Introduction
E-commerce has become an important part of everyday life for consumers during the
twenty-first century. The variety of services in e-commerce has broadened in recent
years and consumers have adopted those services as part of their everyday lives.
An ethical issue such as consumer trust in e-commerce is an individual, local and social
matter combined with the technological side. Consumers with horizontal individualism
and with horizontal as well as vertical collectivism tend to hold higher awareness
of e-seller’s ethics. The higher consumers perceive positive consumer perceptions
regarding the ethics of online vendors, the more they expect to purchase from the same
online sellers (Lu et al., 2013). Utilization of the internet has become one of the
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important online marketing channels and medium. Every business individual needs to
focus on the customer’s perception of improving the security, in order to maintain long-
term relationship. The customers depend on the internet for gathering the information
as well as for purchases electronically and become loyal to the organization or a
particular brand of the product they are interested in (Yakov et al., 2005). A majority
of studies indicate that over the past few years import and export industries have
grown significantly, and, therefore, the impact of e-commerce would be considerable.
Unlike consumers who shop at offline stores, internet buyers cannot physically inspect
potential purchases (Yen and Lu, 2008). E-commerce will also have a significant impact
on the services sector with the greatest prospective for offering online services
and transactions. From a business point of view, e-commerce is not restricted to the
purchase of a product; it includes communication platforms that a company may offer
to its customers over network, from pre-purchase information to after-sale services and
support. E-commerce has several cases led to a growth of markets in the direction of
perfect markets of financial side. The implication of the internet as a market platform
facilitates access to information and reduces barriers to access (Spinello, 2000).
Security and privacy is one of the major and important factors of online marketing. For
a successful business relationship, security is usually considered as the critical
component in the relationship marketing pattern (Hirschheim and Klein, 1994).

Trust is an important condition of successful commercial transaction. It aims to
recognize relevant factors of trust and create how these influence potential buyers’
decisions to interact with sellers. Trust is of high significance in e-commerce as
customers often have little knowledge of sellers and must deal with doubt, uncertainty
and risks. Higher levels of trust lead to more commercial transactions (Bhattacherjee,
2002). Strategies to maintain trust are effective in establishing positive frame of mind
among consumers, while causes of negative events have a negative impact on
consumer mind (Chen et al., 2013). Increased internet traffic and the complexity of
companies in tracking the traffic have made privacy a vital issue in e-commerce. This
has influenced a number of studies addressing internet privacy from the context of
customers, companies and governments as well as the interactions among them. Trust
is a psychological phenomenon and dispositional elements are highly effective in
determining the trustor’s willingness to accept vulnerability (Dirks et al., 2011). Prior
research on e-commerce trust has used limited and inconsistent definitions, making it
difficult to compare results across studies. The internet facilitates companies to engage
in e-commerce activities as well as to collect, store, and exchange personal information.
Companies can use such information to achieve greater insights into customers’
behavior, support marketing strategies, and meet their needs. However, companies can
also impose on customers’ and other visitors’ privacy and this is becoming one of the
main focusses of online shoppers (Smith et al., 1996; Porter, 2000) as demonstrated by
a number of public opinion polls (Harris Interactive, 2004). With regard to customer
concerns, e-commerce companies are paying great focus to privacy (Shapiro and Baker,
2001). Their foremost challenge is to balance the competitive advantages provided
by their use of personal information with the risk of alienating customers who are
concerned about possible abuse of their personal information.

The enhancement of e-commerce and related technologies has facilitated
companies to collect and accumulate customers’ personal information. The privacy
of stored customer information is an increasing anxiety for customers, companies and
governments (Maximilien and Singh, 2005). The potential usage of e-commerce and the
web is not limited today. E-commerce through the internet provides various profit
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opportunities. First, the prospective for a larger market exists by beating into the vast
internet user base. Second, the internet offers the potential of decreasing marketing and
transaction costs thus increasing marginal revenue. Trust makes consumers comfortable
sharing personal information, making purchases and establishes customer loyalty.
E-loyalty intention offers the dependence and identification of the products or services
of a web site. E-loyalty is defined as the intention to make repurchase from the same web
site (Chiu et al., 2009).

The objective of this paper is to investigate whether the e-commerce sellers are able to
build loyal online customers through ethical manner. Moreover, this study investigates
the various factors that influence consumer trust and privacy on e-commerce system and
identify different ethical factors that affect consumer perceptions toward e-commerce
adoption. E-commerce is growing rapidly and it provides an excellent opportunity for
businesses. Multinational companies should identify with the possible effects of cultural
context on consumer attitudes of e-sellers ethics before they can generate successful
marketing strategies (Lu et al., 2013). Moreover, if e-commerce companies maintain
shopping situations where transactions are secure, private and certain, e-shoppers are
tend to be inspired to repurchase from the same suppliers.

Román (2007) developed a scale for measuring consumer perceptions regarding the
ethics of online service providers, which includes privacy, security, non-deception and
fulfillment/reliability. Many companies want to take advantage of this opportunity, but
the question is how to achieve a good e-commerce environment with ethical approach.
As per the increasing market size, the online network provides low selling costs as a
strong economic component that has allowed e-commerce to increase its growth (Boyd
and Bilegan, 2003). If a company wants to take advantage of the growth and low costs
of the internet, they need to adjust to the changes of the consumer and commerce
environment. So as to identify with the ethical issues that arise in relation to e-commerce,
it is fundamental to fully appreciate its advantages and disadvantages compared to
conventional commerce (Economist, 1999). On the whole, the ethical difficulties associated
with e-commerce are related to privacy and identity, both with reference to the human
subject included in the transaction and transaction nonrefutability (Boyd and Bilegan,
2003). Evidence suggests that consumers often hesitate to transact with online sellers
because of uncertainty about their behavior or the risk of having personal information
stolen by hackers. Trust plays a central role in helping consumers overcome perceptions
of risk and insecurity.

Privacy allows a person to reaffirm individuality, set apart from the group and lay
claim to own space. Privacy is thus defined as protection of the collection, storage,
processing, dissemination and destruction of personal information (Lloyd, 2000).
Privacy and security have been identified as the two most important ethical concerns
of internet users (Román and Cuestas, 2008). The challenges of privacy in e-commerce
are concerned with the difficulty of securely conveying the information required for
online transactions. The aim is to make sure that whatever information is sent will not
be misused by anyone other than the person for whom it was intended for. Identity
theft or impersonation can occur in a variety of ways. When a person makes a purchase
with a credit card, all the shop assistant has to do is scan the card twice, once with the
cash register and again with any online card reader, so as to charge items to that
person’s account (Wells, 2000). Online communication is convenient and fast, and we do
not always sufficiently appreciate the implications and consequences of our acts.

The structure of this paper is organized as follows: Section 2 provides theoretical
background of the study. Section 3 presents the research model and hypotheses
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development. Section 4 is followed by methodologies and statistical data analysis. The
discussion part is mentioned in Section 5. The study is concluded in Section 6.

2. Theoretical background
2.1 Critical theory on trust in e-commerce
Critical theory has been reflected in information system (IS), where there is a stream of
research often called Critical Research in IS (CRIS). IS literature mentions this as a third
paradigm, next to positivism and interpretivism (Chua, 1986; Orlikowski and Baroudi,
1991). CRIS scholars tend to share the critical intention to change reality and support
liberation (Hirschheim and Klein, 1994; Klecun and Cornford, 2005; Walsham, 2005).
The critical intention in CRIS leads to the use of some of the theories described above
(Brooke, 2002). CRIS scholars tend to be interested in topics that involve issues
of estrangement and thus promise the potential for emancipation, such as questions of
gender, power, digital divides and similar ones. They often question the beneficial
nature of capitalist economy and thus get involved in issues of politics, oppression,
or class. There is no agreed upon methodology of CRIS (McGrath, 2005), but
CRIS scholars in general, use methodologies similar to those of interpretive scholars
when they pursue empirical investigations. Using the theoretical background of critical
theory, this study argues that mainstream trust research in e-commerce displays
signs of ideology, commoditization and reification with regards to trust and thus treats
trust as a fetish.

The concept of “fetishism” in critical theory is defined as the “trust” that acquires the
status of an independent entity that interacts with humans of its own harmony.
“Reification” in other hand is one aspect of ideology, which is often understood to be
the collection of generally accepted but one-sided beliefs (Feenberg, 1991). Ideology in the
critical tradition stands for the way power relations influence beliefs and perceptions in
such a way as to promote particular interests and stabilize one-sided and alienating
relationships (Freeden, 2003; Harvey, 1990). The critical approach is thus applicable in
e-commerce to create trust and build customer loyalty. Harvey (1990) argues that the Marxist
roots of critical theory are typical of a European tradition of the term, whereas American
critical research seems to be founded on the philosophical tradition of pragmatism.

Critical researchers agree that language is important part of social reality. Analyzing
the use of language includes a valuable way of comprehending how collective perceptions
are built. Critical discourse analysis (CDA) is therefore a popular way of conducting critical
research. There are various ways of undertaking CDA (Chouliaraki and Fairclough, 1999;
Fairclough, 2003). One of the main problems of CDA is that it requires high attention to
detail and thus difficult to implement. Positive attitude extensively influence the rebuilding
of consumer trust (Chen et al., 2013). The conventional trust research can investigate
particular aspects of trust, such as institutional influences while at the same time ignoring
other important aspects such as the ethical and moral nature of trust (Cukier et al., 2005).
This view of trust illuminates the underlying aspects and indicates how critical theory can
assist to understand e-commerce ethical or trust research.

2.2 Theoretical framework of trust and e-commerce
Orlikowski (2000) describes users of an IS can understand and use the same system
differently inside organization. The trust comes before there is a real experience made
to the other side of the mediating channels (McKinght and Chervany, 2002). The
consumer gets information about the e-seller from different media. The consumer uses
word-of-mouth to establish trust toward the e-seller. Information collection and
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evaluation is important aspect of the consumer’s trust formation process. The
consumer can also interact with the e-seller through a web site where technology is the
mediating channel. The existence of e-commerce depends on web site identification
and traffic flow. These in turn depend on trust, the foundation of long-term relationship
development within electronic environments (Cho, 2006; Gómez Mármol and Martı́nez
Pérez, 2011). The theoretical framework of trust and e-commerce represents the consumer
in his/her everyday life and significance of trust. Organizations use e-commerce web sites
to reach target customers. Issues such as negative publicity, organizational susceptible
behaviors violate consumer expectations and spoil corporate image (Xie and Peng, 2009).

Companies differentiate themselves through customer relationships, personal
communication and individual services (Gurau et al., 2003). These differentiators
depend on the collection and use of browsing behavior, preferences and other types of
personal information. Koyuncu and Lien (2003) investigated that privacy concerns
contribute negatively to consumer’s online purchasing decision; i.e. individuals who are
concerned more about their privacy likely to less online purchase. Ranganathan and
Ganapathy (2002) found major dimensions of business to customer (B2C) web sites
as perceived by online consumers. The causal attribution theory formulated by
Tomlinson and Mayer (2009) states that positive outcome reinforces the trusting
beliefs, whereas trust-level turns back when the trustor experiences negative
outcomes. People can have different goals in a trust process. These goals and their
threshold values can have considerable effect on the trust decision-making process.
Maximilien and Singh (2005) indicated that the threshold values are the points where
people decide between trust and distrust. The threshold values could be different from
one person to another and even different for the same person in different situations.
As the result, one party can be trusted by an individual while it is not trusted by
another based on each individual’s soft goals.

3. Conceptual model and hypotheses
3.1 Ethics in E-commerce
A number of academic sources offer outstanding overviews of the main ideas relating to
ethical theory (Walsham, 2005; Tavani, 2007). However, for the purposes of clarifying this
research, ethics relates to the study of morality and the use of such theories in evaluating
issues of right and wrong. Tavani (2007) claim that there are three salient moral systems:
religious, legal and philosophical ethics. Philosophical ethics is an informal system where
sanctions are socially focussed, e.g. disapproval or ostracism. Within philosophical ethics
there are a number of diverse and well-established ethical theories. The most popular
theories are: deontological (duty-based acts), utilitarianism (consequential-based acts),
contract or rights-based acts and virtue (character-based acts). Previous researchers have
tended to ignore other potential important e-commerce ethical issues relating to the
internet, such as deception, dishonesty and accuracy (Román, 2010, 2007). Measuring
the impact of elusive practices like ethics is a task best accomplished through constant
monitoring and long-term thinking. This also means a firm must define a measurable
variable. As such, evaluating an ethics policy vs ethics in general is the best course. One
useful assessment tools for this objective is perception, i.e. the image and reputation of a
business firm and its agents with more vivid and tangible manner. Several ethical theories
have been developed as to how one should perform in order to abide by ethical rules.
Individual has a unique perspective toward ethics, which depends significantly upon
factors such as, environment, culture and personal development. Researchers argue that
IT evolution has created completely new ethical problems and thus expanded existing
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ethical questions (Bynum, 2001). Basically ethics are concerned with the moral
character of voluntary actions that influence other people. The exploration and
analysis of ethical issues in the context of the e-commerce is related to computer abuse,
responsibility and anonymity. In addition, in the same perspective, professional issues
deal with the responsibilities and roles along with the level of professionalism are
identity crisis issues, anonymity, responsibility and roles and trust. Ethics has to do
with good and bad, with right and wrong. It is essential to note that ethics is more than
some types of behavior. While it is based on moral rules that influence individual and
collective behavior, it is linked with theoretical ethical justifications. The criteria of the
ethical quality of a moral rule are its devotion to a predefined duty, the enhancement of
utility and social consequences (Tavani, 2007). Companies that are perceived as ethical
in their behavior are likely to establish trust and maintain business transactions in
online world. Ethical marketing is possible through an overall dedication to customer
satisfaction. A major issue in developing ethical research procedures for use in
online environment is determining the private vs public nature of the cyberspaces.
An optional view was mentioned by Sixsmith and Murray (2001). They argued that
through the actual process of requesting consent to use archived material, researchers
may change group dynamics. Non-deception, especially as it relates to fraud, has
not received much attention within the e-service literature. E-service fraud includes
intentional misrepresentation or unpredictable delivery of goods (Miyazaki and
Fernandez, 2001; Román, 2010). Particularly, non-deception refers to the consumer
belief that an e-service provider will not use deceptive practices to influence consumers
to purchase e-products (Limbu et al., 2011). Majority of research conducted in electronic
environment environments including e-commerce should be guided by ethical
principles, with strategies adopted to ensure respect for individuals, identities and their
ownership of words. Based upon above arguments a conceptual model has been
developed in Figure 1. The concept shows that e-commerce ethics which acts as
independent variable is directly linked to trust, security and privacy and consumer
loyalty. Critical theory has a valuable contribution to make to e-commerce trust
research and has a contribution to make this research, although a very different sort of
contribution to what positive trust researchers are used to and expect. Critical theory
is able to shed light on the mechanisms that lead to this particular approach and the
way it sustains itself.

3.2 E-commerce ethics and trust
Trust is the basis to forging and maintain long-term e-commerce relationships
(Walczuch and Lundgren, 2004; Kim et al., 2012). Trust is vital to interpersonal and
commercial relationships wherever risk, uncertainty and interdependence exist (Mayer
et al., 1995). Balch and Armstrong (2010) described that because high performance

E-commerce
Ethics

H2

H1

H3

H6

H4

H5

Trust

Security and
Privacy

Loyalty

Figure 1.
Conceptual model

of e-commerce ethics
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needs forceful behavior at the ethical margins of what is acceptable, unlawful activity
is internally driven. As increased transaction complexity makes conditions more
uncertain, as is the case in computer-mediated business, the need of trust increases.
Trust includes ability, integrity and benevolence (Benamati et al., 2010). Ability means
e-commerce service providers have enough knowledge and skills to fulfill their tasks.
Integrity means that the providers keep their promises and do not deceive users.
Benevolence will concern about users’ interest in online platform. If a seller interacts
electronically with customers, it should be able to express to them that it is benevolent,
competent, predictable and honest. Mutual interaction provides the customer that the
seller has positive attitudes, thereby increasing trusting beliefs (Mishra, 1996). In this
connection, the customer is more likely to involve in trust-related online behaviors such
as purchasing, cooperating and information sharing. The dealer may promote its
reputation in order to stimulate purchasing behaviors. Trust has been found to affect
user adoption of various services, such as online news services, e-commerce, e-banking
and mobile shopping (Zhou, 2011; Chen and Corkindale, 2008; Lu and Su, 2009). Due to
the lack of previous experience, users will rely on their opinion of web site quality to
establish initial trust (Lowry et al., 2008). Web assurance seals such as VeriSign and
TRUSTe are found to influence initial trust (Hu et al., 2010). Structural assurance and
information quality are the main factors affecting initial trust, whereas information
quality and system quality significantly affect perceived usefulness (Zhou, 2011). The
ethical aspect of trust is possibly a necessary precondition for its economic benefits to
materialize (Klecun and Cornford, 2005). Some of the conditions of trust, especially
security and privacy (Ahearne et al., 2005), are fundamental human needs and are
preconditions for the development of autonomous moral humans. Vasalou et al. (2008)
examine the cause of trust decline and argue that people tend to weigh dishonest
behavior more seriously than positive behavior.

Figure 2 shows the fundamental features of trusting beliefs and intentions. The
important point is that trust is equivalent to revenue, for organizations even online
(McKinght and Chervany, 2002). Organizations should develop toward establishing
trust, if they want to engage in e-commerce activities. The major objective for the
e-sellers is to provide an environment where web customers could have trust and feel
secure to share information, cooperate and purchase. The customer wants the e-seller
to behave and act in the consumer’s interest being honest. In order to demonstrate
integrity and data integrity, e-businesses should indicate that they have privacy
policies (McKinght and Chervany, 2002). An additional way to demonstrate data
integrity is to let the customer aware that they use the latest software technologies that
assure a responsive environment, manage security and provide trust (Dinev and
Hart, 2005). In this way, the online seller will increase the consumer belief that the
e-seller ethically uses the collected information. Therefore, customers will demonstrate
trusting behavior by being willing to share insightful information with their e-seller.

TRUSTING BELIEFS
(The online seller should be)

Predictable 
Competent 
Benevolent 
Integral 

TRUSTING INTENTIONS
(The customers have)

Believe 
Attitude 
Intention of beliefs 
Proof of beliefs 

Figure 2.
Trusting beliefs and
trusting intentions
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Making positive attitude is significant step for e-service providers for maintaining
because positive mind has proven to have continuing impact on behavior (Forgas and
East, 2008). Consumers will interact and conduct business with those companies that
are seen to maintain the consumers’ interest. A short-run attention may guide to
prompt results but poses the risk of losing long-term trust, credibility and business.

The significant communication between companies in a working joint venture is a
necessary antecedent of trust. Furthermore, trust depends on the customer awareness
that there is no opportunism from the counter-party (Raimondo, 2000). Dirks et al.
(2011) argue that affective repair is valuable when the trust violation is attributed to a
lapse of competence rather than a lapse of integrity in e-commerce. Based on above
argument following hypothesis can be developed:

H1. E-commerce ethics positively influences trust among the people.

3.3 E-commerce ethics and security/privacy
In response to customers’ increasing privacy concerns, they may implement
privacy protections such as privacy policy statements and privacy seals. Their
privacy practices influence customers’ privacy and government regulations.
Governments may look to protect citizens’ privacy but, simultaneously, may need to
use citizens’ personal information to control and monitor individuals. To protect
customer privacy, governments may promote privacy acts, oversee the implementation
of these laws, educate the public about privacy issues and encourage industry
self-regulation. Maury and Kleiner (2002) made an emphasis over the importance of
security on online transactions. Their study focussed on the ethics in e-commerce
implication. Ethnographic research in online environment best fits into that definition,
in that it increases understanding of community and culture in the relatively new
online social network. On the other hand, e-sellers have the responsibility to protect the
privacy and integrity of individuals. The assumption of privacy has close connection
between public and private space in electronic environments. E-commerce security
refers to consumers’ opinion regarding the security of the online payment process and
the mechanisms for the storage and transmission of entire personal information
throughout the transaction process (Chang and Chen, 2009).Various attempts have
been made to differentiate between the public and the private in online platform. Lessig
(1995) formed a typology of forms of association in cyberspace such as association in
public (newsgroups and bulletin boards), association in private (private chats) and
association in construction (multiuser dimensions). However, there currently exists
no general conformity over what includes public and private space in digital
environments. King (1996) highlighted the potential for psychological destruction to
members of online groups, where study is conducted and published without the former
knowledge. Where there has been the expectation of privacy within a group, the
individual may feel violated upon hearing of:

H2. E-commerce ethics directly affects to maintain security and privacy issues in
online environment.

3.4 E-commerce ethics and loyalty
In the consumer marketing platform, customer loyalty has been considered as an
important objective (Ranganathan and Ganapathy, 2002). Loyalty in e-commerce can
be explained by the concept of customer value (Frost et al., 2010), whereby e-shoppers
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are willing to shop at the sellers who provides the greatest value, such as high service
quality. Marketing academics as well as professionals have attempted to expose the
most important antecedents of customer loyalty. A number of studies have pointed out
that two of the more effective means of generating customer loyalty are to satisfied
customers and to deliver with superior services and quality products (Parasuraman
and Grewal, 2000). Moreover, some scholars argue that switching costs, as a key
moderating variable, can significantly affect customer loyalty through customer
satisfaction. Long-term relationships between customers and organization and their
loyalty become the vital concept of business success. In order to achieve customer
loyalty and enhance it, various loyalty programs are introduced and implemented.
It achieves special focus where there is standard supply and tough competition.
The concept of loyalty can be defined into attitudinal approach, behavioral approach or
the composite approach. From an attitudinal point of view, some researchers consider
consumer loyalty as a specific desire to continue a relationship with a service provider.
From a behavioral perspective, loyalty is defined as frequent purchase (Chua, 1986).
E-commerce consumers will be loyal when they perceive an e-service provider as
ethical (Arjoon and Rambocas, 2011; Limbu et al., 2011). The composite measure
combines both attitudinal as well as behavioral dimensions because a loyal consumer
must have a favorable attitude and repeat purchase behavior. As such, the two aspects
of definition that consist of loyalty are highly attractive, and valuable to companies.
Previous research has mentioned that consumer loyalty positively influences the
income and profitability of a company (Reichheld and Schefter, 2000). Besides this,
online market with keen competition highlights the importance of consumer loyalty.

A consumer’s valuation of business in the market is according to the equal contribution
of companies and customers. The critical theory was used to explain the relationship
between e-commerce ethics and loyalty. The theory indicates that if consumer perceives
e-commerce web site treating moderately (e.g. ethical practices), perception of equity will
come forward (Alexander, 2002), which provides motivation to consumer to repurchase
from this company. When consumers recognize the company is ethical, they are more
inclined to identify themselves with the company and continue to purchase (Ahearne et al.,
2005). Findings of Valenzuela et al. (2010) indicated that a consumer’s assessment of the
seller’s ethical level is positively and directly related to consumer loyalty to the seller.
Hence, following hypothesis was developed:

H3. As e-commerce ethics increases the loyalty of customer increases.

3.5 Relationships among the relational outcome variables
Trust and security/privacy. Trust plays a significant role on online consumer activities
leading to e-commerce success. Trust is considered to be characterized by uncertainty,
reliability, dependency and venerability and these are exposed on electronic transactions.
Conchie et al. (2011) examine the distrust links to acts such as dishonesty and malevolence.
Distrust consists of cognitive states of skepticism, cynicism and fear, the core barriers that
obstruct social interaction. Many researches and related works have been conducted
that assist the online consumers to understand the privacy, individual organizational
and societal levels (Heng et al., 2008). Thus privacy and security is one of the major and
important factors of e-commerce. For a successful business relationship, security is
generally is considered as the pivotal component in the one-to-one marketing standard
(Hsu and Wang, 2008; McKinght and Chervany, 2002). If a vendor posts a privacy policy or
uses a third-party seal indicating that a privacy policy exists on the web site, the consumer
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should believe that this vendor is ethical. Thus, the consumer is more likely to be interested
to share personal information with this seller which creates mutual trust. Román and
Cuestas (2008) mentioned that when consumers perceive that the risks concerning to
security, privacy, fraud or reliability are near to the ground, their perceptions of expected
benefits increase, thereby increasing their desire to repurchase from the same online
provider (Román, 2010; Yang et al., 2009). Customers are the main source of personal
information. They may adopt privacy-enhancing actions such as avoiding disclosure of
information or providing false information and privacy technologies to protect their
privacy. The privacy concerns affect companies’ privacy practices as well as government
regulation. Companies are the biggest consumers of personal information. They implement
personal information to deliver products, learn customer profiles and offer services:

H4. Trust has a positive influence to maintain privacy and security on e-commerce
web sites.

Trust and customer loyalty. Trust is considered as a critical factor for the success of
e-commerce. Online business has introduced new problems and challenges to online
customers such as the uncertainty about the quality of products or services. The ability
of sellers to stay anonymous has lead to a high level of risk in online market places,
online communities and online auctions (Deloitte and Touche, 2000). As the result, trust
management has been taken as one of the most important elements in any electronic
platform. Loyal online customers are highly profitable for e-service providers. A useful
way to understand consumers’ orientation toward e-service providers is by investigating
their loyalty tendencies (Arjoon and Rambocas, 2011). The implication of electronic
environments and particularly the web has increased significantly. Millions of computer
users worldwide have begun to explore the internet and engage in e-commerce activities
to enhance customer loyalty. However, according to a survey by Information Systems
Audit and Control Association (ISACA), security, risk management and trust are still
some of the major problems in the e-commerce field, all of which directly or indirectly
have considerable impact on customer loyalty (Cukier et al., 2005). Trust management
systems thus can assist to reduce risk (e.g. ID theft), and make it easier for users and
sellers to interact with one another and establish a loyal customer. Functional repair
communicates a shared intention to protect consumers’ well-being and interests. Such
economic compensation is significant to reinstate the market-oriented trust based on
tangible benefits (Desmet et al., 2011). The significance of trust management has also
been increasingly acknowledged due to the introduction of online communities. Since
users in these communities do not know each other and do not have face-to-face
interaction, the trust facilitates to enhance customer loyalty:

H5. Trust has a positive influence on customer loyalty.

Security/privacy and loyalty. Some studies have revealed the interconnections
between customer behavior and factors such as customers’ attitude about privacy and
security, beliefs and intention. As such, Lwin and Williams (2003) developed a conceptual
framework to discover a customer’s loyalty in providing false information electronically.
Consumer attitudes of e-sellers influence the intention to repurchase online (Caruana
and Ewing, 2010). Customers’ increasing concerns about privacy have put anxiety on
e-commerce companies to develop customer centered privacy practices. A number of
studies have tried to put forward describing companies’ privacy practices to categorize
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the antecedents for those practices. As for example, Sarathy and Robertson (2003)
introduced a model of factors influencing privacy strategy which develops the
environmental context, ethical perspective and customer loyalty. According to the model,
a company’s privacy strategy is directly influenced by its environmental context such as
culture, national history and legislation. It is also affected by the ethical structure of the
company and top management as well as firm-specific factors including information
strength of the corporate culture, business and consumer loyalty:

H6. Security and privacy issues are directly related to customer loyalty.

The theme of literature review is that an ethics policy directly acts as an indicator
for determining the effectiveness of ethics. The importance of ethics in general as
the effectiveness of an ethics policy should demonstrate ethical behavior leads to
successful business practices while unethical behavior results in unsuccessful, long-term
business practices. Assessing ethics policies requires looking at what other factor lead to
success; otherwise, a firm may be persuaded to believe ethics are unimportant or
unethical behavior helped boost revenue, which may be true in the short-term. It is,
however, the unrealized costs of a weak ethics culture, which are usually revealed over
time, that cause the greatest harm. While an ethics policy may need tweaked to become
more effective, ethics will be most effective over the course of the firm’s history. Thus, the
variable “ethics” is suitable for any web sites and any online products.

4. Methodology
4.1 Measures
The items selected for the variables were mainly extracted from previous studies and
literature to ensure content authenticity. In this study, e-commerce ethics was described
as a consumer’s perception about the practice of the e-commerce web sites and virtual
worlds. The variables or constructs was measured by 16 items. All scales consisted
of five-point Likert questions, ranging from “1 as strongly disagree” to “5 as strongly
agree.” Table I presents the items used in this study.

4.2 Data collection
This study was conducted in Second Life from September to November 2012. Second
Life is an online virtual world electronic environment, developed by US based Linden
Lab in 2003. Virtual worlds are creation of mind and place for our imagination. Second
Life is the computer mediated, shared place for interacting people. Second Life is also
called a Massively Multiplayer Online Role Playing Game (MMORPG) where people
have fun and entertainment and play games. Furthermore, Second Life is suitable and
popular platform to perform e-commerce activities among other virtual worlds.
Majority of people create and sell products. The people in Second Life have good
business knowledge and experience on IT as well as online products. So we chose
Second Life for data collection in our study. Residents in the form of 3D graphical
representation can move from one place to another, communicate with each other,
design and create new products and services, sell and buy products and perform a
number of social activities. The pre-test from 20 users were performed to check the
clearness and validity of the questionnaires. Moreover, pilot test from 25 users were
taken to refine and modify questionnaires to bring it in the final form. The
questionnaires were sent to individual Second Life users through survey link for data
collection. The users were selected with interaction through instant messaging and
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studying their profile information which shows there online shopping experience in
Second Life as well as in other e-commerce web sites. They were asked first whether had
bought products or service online frequently. Those having a frequent shopping site were
then requested to respond to the questionnaire based upon the sites which they
answered. Out of 1,826 requests, the responses were received from 503 users but 30
responses were discarded due to incomplete and vague answers. The response rate was
27.54 percent. Altogether 473 valid responses were taken for data analysis. This sample
size exceeded the conventional requirement that around five observations per scale
item are needed for conducting factor analyses. Among the samples collected, male
respondents (52 percent) were the majority. The mean age was 30.6 years old. In terms
of education background, college degrees and/or advanced degrees accounted for 58.7
percent. The respondents come from more than 75 nations. Most of them are from North
America (59 percent), Europe (24 percent), Asia (6 percent), South America (4 percent),
Australia (4 percent) and others. Majority of users are in Second Life since one to three
years (31 percent). Each time the users remain for 1-3 h and most of them are engaged
in social activities such as meeting people (76 percent). Residents above two years old in
Second Life are found to engage in business activities on full time or on part time basis.
Full time users earn more than 5000 USD per month. Users buy the products frequently
in Second Life and engage in social as well as entertainment activities.

4.3 Measurement validation
Confirmatory factor analysis (CFA) by means of AMOS 7.0 was used to decide if the
data fit the measurement model well, and to test the reliability as well as validity of the
measurement model. All AGFI values were above 0.8, RMSEA values were lower than

Items
Factor loadings
(t-value)

E-commerce ethics
This web site clearly provides ethical standards for transactions to customers 0.91 (27.52)
This web site clearly explains how the information provided by consumers is
used 0.90 (27.05)
This web site makes false statements about products and service 0.91 (27.56)
This web site will not use personal information other than the original
transactions 0.92 (28.00)
Trust
This web site responds to customers’ complaint promptly 0.90 (27.31)
The price of products or services of this web site is acceptable 0.89 (26.92)
Consumers will be compensated for any delay in products and service delivery 0.87 (25.62)
Consumers receive the actual products and services and quantity that are ordered
online 0.92 (27.87)
Security and privacy
The e-payment system of this web site is safe and is verified 0.90 (27.14)
This site has adequate security features 0.92 (28.00)
This web site will not use special technology to collect consumers online behavior 0.89 (27.02)
This web site guarantees the handling of personal information of the consumers 0.90 (27.34)
Loyalty
I consider that this is my favorite e-commerce web site 0.92 (28.32)
I rarely consider changing to another web site 0.91 (27.50)
This web site is my primary choice to purchase products and services 0.88 (26.30)
I am happy using the web site 0.91 (27.60)

Table I.
Construct measurement

using confirmatory factor
analysis
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0.08, and all RMR values were below 0.06, reflecting acceptable model fit (Hair et al.,
1998). Besides this, all values of the observed norms were smaller as recommended
by Fornell and Larcker (1981), presenting a good model fit when we considered the
sample size. Reliability was measured using Cronbach’s a, composite reliability, and
average variance extracted (AVE). Table I provides summary of individual construct
measurement. The factor loadings in SEM should be higher than 0.7. All the individual
items have loadings greater than 0.7.

Cronbach’s a values were all higher than the minimum cutoff score of 0.7 in
CFA as shown in Table II, All composite reliability coefficients were 40.7, and all
constructs had an AVE of at least 0.5, indicating adequate internal consistency
(Fornell and Larcker, 1981). Convergent validity can be examined by verifying the
significance of the t values associated with the parameter estimates. As shown in
Table II, all t values were positive and significant ( po0.01). Furthermore, AVE
values of all constructs were 40.5 as provided in Table III, indicating acceptable
convergent validity.

Discriminant validity can be evidenced when the AVE for each variable is
greater than the square correlation between that construct and any other construct in
the model. According to these criteria, the constructs also demonstrated adequate
discriminant validity as indicated in Table II. The correlations of each construct are
highlighted in Table III.

5. Results
The hypothesized research model was tested using SEM through AMOS 7.0.
Hair et al. (1998) stated that the threshold value of Cronbach’s a should be 0.70. If the
reliability coefficients are all within generally accepted thresholds, the results suggest
a high level of reliability of the construct variable and underlying measurement items.
The value of Cronbach’s a of individual items shows that the construct variables are
reliable and valid. The squared loadings (also called communalities) are used in
calculating the variance extracted for each construct. Communality is the sum of the
squared factor loadings for all factors for a given variable. Communalities report
the percentage of variance within each variable that is explained by the resulting

Construct AVE Composite reliability R2 Cronbach’s a Communality Redundancy

E-commerce ethics 0.79 0.98 0.14 0.96 0.95 0.15
Trust 0.80 0.82 0.05 0.92 0.81 0.20
Security and privacy 0.82 0.96 0.86 0.86 0.85 0.08
Loyalty 0.84 0.91 0.21 0.84 0.82 0.19

Table II.
Overview of the results

Construct Means SDs 1 2 3 4

E-commerce ethics 5.44 1.34 1
Trust 5.62 1.45 0.172* 1
Security and privacy 6.23 1.22 0.562** 0.165* 1
Loyalty 4.81 1.78 0.624** 0.342** 0.574** 1

Notes: *po0.05; **po0.01
Table III.
Correlations
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factors. The GFI¼ 0.95, AGFI¼ 0.92, NFI¼ 0.93, CFI¼ 0.96, RMR¼ 0.05 and
RMSEA¼ 0.02, which achieved acceptable values of a good fit as recommended by
Hair et al. (1998). Besides this, the ratio of w2¼ 244.36 over df¼ 148 was 1.65, which
also indicated a good fit of the model. All the hypothesized paths were supported at the
significant level of 0.001 except H3 due to survey limitations.

Table IV shows the summary of hypothesis result results of research model.
All t-statistics will be significant at po001. If the probability value ( p value) is less
than the significance level, the null hypothesis is rejected. If the T value is 42.63, then
the path is significant at po0.001. T value in between 2.63 and 1.96 is significant
at po0.05. Likewise, T value below 1.96 is not significant ( po0.01). As shown in
Table IV, e-commerce ethics had a positive affect on trust (path coefficient¼ 0.48),
supporting H1. This finding supported the study of Valenzuela et al. (2010), which
suggested that an ethical level of organization is the critical factor in determining
trust. Effect of e-commerce ethics on security and privacy (path coefficient¼ 0.28)
was found to be significantly positive (H2). This result indicated that ethical
salesperson behavior has a significant impact on security and privacy issues.
Ethical problems like security, privacy, reliability and non-deception on internet are core
issues that limit the growth of e-commerce (Nardal and Sahin, 2011). The path between
e-commerce ethics and loyalty (path coefficient¼ 0.07) was found to be insignificant,
rejecting H3. This is due to the unclearity of survey items or from biasness. Trust had
a positive influence on security and privacy (path coefficient¼ 0.29) (H4), supporting
initial expectation. In addition, Trust had a significant effect on loyalty (path
coefficient¼ 0.53) (H5), supporting the findings of previous literature that trust
is an antecedent factor of loyalty (Kuo et al., 2009; Rios and Riquelme, 2008). Citera
et al. (2005) revealed that ethical transgressions are more likely to happen in
e-transactions as compared to face-to face-transaction. Finally, security and privacy
had a positive effect on loyalty (path coefficient¼ 0.22) (H6). This result supported
the findings of prior researches that trust is an important decisive factor of future
target and loyalty (Lu et al., 2013; Luarn and Lin, 2003; Pritchard et al., 1999). Strategies
for building trust are effective in building positive perception among consumers,
while causes of negative events have a negative impact on consumer mind (Chen et al.,
2013). Once we satisfied with the CFA statistics, it is suppose that the model will fit
with underlying data. Internal reliability was evaluated by the composite reliability of
each latent variable. Composite reliabilities of all constructs should be above 0.70
threshold. In our result the value of composite reliability is above 0.70. The redundancy
has no official value for analysis but higher value is preferred.

Hypothesis Path Co-efficient (t-value) Result

H1 EC ethics-trust 0.48 (7.51)** Supported
H2 EC ethics-security and privacy 0.28 (4.71)** Supported
H3 EC ethics-loyalty 0.07 (0.75)* Not supported
H4 Trust-security and privacy 0.29 (4.52)** Supported
H5 Trust loyalty 0.53 (12.09)** Supported
H6 Security and privacy-loyalty 0.22 (5.32) ** Supported

Notes: EC, E-commerce, w2¼ 244.36, df¼ 148 ( p-value¼ 0.00*), w2/df¼ 1.65, GFI¼ 0.95, AFFI¼ 0.92,
AGFI¼ 0.93, NFI¼ 0.96, CFI¼ 0.98, RMR¼ 0.05, SRMR¼ 0.02. RMSEA¼ 0.02. * po0.01; ** po0.001

Table IV.
Summary of hypothesis

test results
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6. Discussion
6.1 Summary of the results
The purpose of this study was to provide empirical evidence to prove that the
ethical performance of the e-commerce web sites and virtual worlds. Ethics plays
an important role in developing long-term relationships with consumers in online
perspectives. A model of the relationships among e-commerce ethics and its outcomes
including trust, security and privacy, and loyalty were developed and tested. The
results of our analyses demonstrated support for all majorities of hypothesized
relationships. The study illustrated that e-commerce ethics not only had a direct impact
on trust, security and privacy and loyalty, but also had indirect influences on security
and privacy through trust, and on loyalty through both trust and security and privacy.
The ethical performance of the e-commerce web site will facilitate an increase in trust,
which in turn enhances customer commitment and loyalty.

The findings supported the argument proposed by Gundlach and Murphy (1993) that
following ethical principle allows companies to encourage long-term relationships with
consumers. The critical theory on e-commerce indicates that these findings added to
understanding that trust and customer loyalty is crucial for e-commerce ethics (Kracher
and Corritore, 2004; Lu et al., 2013). Ethical issues in online commerce and offline world
are identical. However, the internet is continually evolving and has a multifaceted nature,
so ethical issues have different expressions and scope in e-commerce environments. The
conceptual model and results suggested that e-commerce ethics was a direct influencing
factor of trust, security and privacy and loyalty.

The customers prefer to choose the virtual world and e-commerce web site which
offers high value, so the generation of high value becomes the source of competitive
advantage (Woodruff, 1997; Chen et al., 2013). This study confirmed that e-commerce
ethics can enhance perceived value and provided strong motivation for virtual world
and e-commerce web sites to improve their ethical performance. Second, the findings
revealed that e-commerce ethics became an important method for promoting consumer
commitment. Thus e-commerce web sites and virtual worlds are urged to improve their
ethical performance for better relationships with consumers. Third, the result was
consistent with previous conclusion. Valenzuela et al. (2010) showed that consumers’
perception of a company’s ethical operation was directly related to consumer loyalty.
This incident highlights the fact that consumer loyalty is one major force of success.
Therefore, the virtual world as well as e-commerce web site should have a good ethical
performance as it is a major predecessor of consumer loyalty.

6.2 Contributions and implications
Ethics plays vital role to conduct e-commerce transaction. People perform business
transactions through virtual world such as Second Life as well as other e-commerce
web sites. The purpose of professional people to enter in Second Life is to make online
revenue. During online survey from Second Life users, it was found that a majority
of people have satisfaction with the technology, its communication system, social
networking behavior and e-commerce or virtual commerce environment to create real
business value with ethical manner. It was further discovered that online events such
as conference, training and lecture are highly effective for real world companies to
promote business. The communication through Second Life has privacy and security.
Some companies are unsuccessful in Second Life due to lack of initial investment and
enough time engagement. They consider Second Life only as an experimental place
and do not take it seriously. The virtual identity of people helps to preserve their
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personal information. Quality of products, customer relationship and after sales service
in Second Life was identified equally important as in real life for e-commerce
promotion. Moreover, advertising and consumer traffic has significant effect for online
marketing promotion.

The current study has presented a research model to evaluate ethical perspective in
e-commerce. By means of survey data the proposed research model and relationship
between variables were tested. The model is statistically significant and well constructed.
The research result shows ethics plays a significant role on online transactions. The
popularity of e-commerce web sites as well as virtual world has been increasing every
day. E-commerce web sites offers several online marketing opportunities for products and
services. They are able to generate sustained consumer engagement with a brand. There
are many opportunities for innovation and profit making in online platform. This study
tests the critical theory on trust in e-commerce through ethical investigation. The research
model and empirical results provides the needs of ethics for organizations, managers
and policy makers. The findings on e-commerce ethical research will be useful for current
management practice such as making business policies and strategies and sharing
information to managers and organization leaders. This study has key implications
for practice. First, the findings suggest that e-commerce web sites as well as virtual
worlds bears high social and business responsibility. Hence it helps to make decision
to companies and individual for real life implication of their creation. Second, this
study shows that the ethics is a key part that confers standing and existence of
e-commerce networks.

6.3 Limitations
There are some limitations to this study. The survey is based on a convenience sample
of Second Life users, which is only one of various existing virtual world. Being able to
collect data from a diverse sample in terms of age, ethnicity and economic background
increases the generalizability of the findings. The survey data in this study has some
common method bias. The possibility of the existence of the common method bias
cannot be completely eliminated. The survey answers were influenced by the nature of
the online services selected. Future studies should include a broader set of agencies to
validate these results.

7. Conclusion
This study is able to prove the effect of e-commerce ethics on trust, security and
privacy and customer loyalty. The study indicated that complying with ethical
principles could develop long-term relationships between customers and sellers as
well as promoting online marketing. The e-commerce web sites including Second
Life virtual worlds can improve relationships with consumers through the enforcement
of the ethical strategy. In e-commerce market, where there is the high competition,
e-commerce web sites should differentiate their products or service from other sites by
providing the advanced ethical performance. The value achieved by consumers’
increases when online practitioners continuously attempt to improve their ethical
performance. This study suggested several opportunities for further research. First,
this study used a convenience sample from Second Life users, which is only one of
various existing virtual world, future research will be urged to use random sampling
of regular online consumers. Second, while this study examined the consequences of
e-commerce ethics, future study should be extended to a conceptual framework in
order to understand potential followers and correlated factors influencing consumers’
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evaluations of e-commerce ethics. Finally, our findings are also important for
e-commerce companies entering virtual worlds and make Second Life as a new channel
to interact with customers using new e-commerce channel. Due to the nature of this fast
developing internet technology and application, further investigation is needed to
understand ethical behavior and e-commerce opportunities and strategies in online
platform. Ethical standards and policies will have to be regularly reviewed in the
future to keep them up to date with the latest e-commerce technology developments.
Although the results of this study are interesting, they are limited to a group of
adopters of e-commerce services. For this reason, the attitudes of the non-adopters
of e-commerce services should be studied in future research.
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